QIS

Digital Security Systems Lab

Kak 6onbwine mynbtumoganbHbie mogenu (LMM)
NOMEHAIT BuaeoaHanntuky B 2024-2025 roay ?

\ PaspaboTumnk cucreMbl BUAEOHabNOAEHUS, OCHOBAHHOM
Ha nepeposoM MO, Ana Ka4eCTBEHHOroO peLweHus 3aaau
aBTOMaTu3auumM 6U3Hec-npoLeccos u 6e3onacHoOCcTH.

\ KoMnneKcHbIi nocTaBWmK cpeacTs 6e30nacHoCTy
W aBTOMaTH3aummn 6U3Hec-npoL,eccos.

www.trassir.ru

www.dssl.ru
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1. Tno6anbHble KOpNopaTUBHble UHBECTULUU B
Al (Bkn. M&A, IPO u Private Equity), B mapa

ponn. CLUA*
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P TnoGanbHble uHBeCTULMHN B Al BnepBble COKPATUAMCh 3a 5 neT, 4To CBA3aHO CO 3peNoCTbio
TEXHO/IOMUI U CHUXKEHUEM KON-Ba CLENOK;

9 B Hos6pe 2022 roga Open Al Bbinyctn ChatGPT 3.5, uTo pesko Noforpeno uHTepec K
pbIHKY Al pelueHni 1 LOMKHO NPUBECTU K AaNbHENLEeMY poCTy UHBECTULMI B 2023 1
nanee (CAGR no 38%)

) 76% KOMNaHWIM NNAHUPYIOT YBENUYUTb CBOM MHBECTULMM B Al npoekTbl B 2023 roay™™™

* https://aiindex.stanford.edu/wp-content/uploads/2023/04/HAI_Al-Index-Report_2023.pdf

Private Investment in Al by Focus Area, 2021 Vs. 2022

Source: MetBase Quid, 2022 | Chart: 2023 Al Index Report

Medical and Healthcare

Data Management, Processing, Cloud
Fintech

Cybersecurity, Data Protection
Retail

Industrial Automation, Network
Sales Enablement

Marketing, Digital Ads

AR/VR

Drones

Insurtech

Music, Video Content
Semiconductor

HR Tech

Energy, Oil, and Gas

AV

NLP, Customer Support

Agritech
Entertainment
Legal Tech
Geospatial
Fitness and Wellness

Ed Tech u 2022

Facial Recognition B 2021
vC

1] 2 4 6 8 10

Total Investment (in Billions of U.S. Dollars)

P YacTHble MHBECTMLMM B MeIMAKOHTEHT 1
TeXHONOMMM pacno3HaBaHWs UL, COCTaBUIN OKOO
2 mnpa $ 82022,

P 3Haummble caenkm no facial recognition
oTcyTcTBoBanu B 2022.

** Source: McKinsey & Company Survey, 2022

IMHaMumKa, UITPOKK, KNtoUYeBble NPOAYKTbI, TPEHAbI, GaKTOPbl pOCTa, MECTO MEAMAKOHTEHTA M BUAE0AHANUTMKMU HA pbiHKe VA
) HdpaiBepoM pocta pbiHKa Al Ha 6anxkaiiumne 10 neT BbICTYNUT reHepaTuUBHbIA Al U MynbTUMOAANbHBIE MOAENH
50% komnaHuii B 2022 roay BHeapunu Al xota 6b1 B paMKax ogHOM yHKLMM Man BU3HeC IoHUTA™*

3. BbipyyKa OT reHepaTUBHOIO
Al, B mapa ponn. CLLA****

250

217
200
150 136
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2023 2025 2026

P Tewmn pocra CAGR cocrasut 42% Ha 10 ner;
>

OcHoBHbIMK BeHeduumMapamu pocTa ByayT 9BnaTbCS 06nayHbIe
nposanzepsl 6narogaps obyyeHunto n nHbepeHcy 6onbLmx
A3bIKOBbIX Mogenein (oo 55%)

**** Source: Bloomberg Intelligence, 2023


https://aiindex.stanford.edu/wp-content/uploads/2023/04/HAI_AI-Index-Report_2023.pdf
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[MnoTe3bl NPOAYKTOB AN BUACOAHANTUTUKU U BUAEOHabaoaeHus (1/2)

[lpariBepamu ynyylieHuni B NpoAyKTax BUAEOAHANUTUKM MOTYT CTaTb TEXHOMOMMM visual reasoning ...

1. Visual QA reasoning - Bonpochl
MO BMAEO HA eCTECTBEHHOM f3blKe

How many slices of pizza are there?
Is this a vegetarian pizza?

Is this person expecting company?
What s just under the tree?

B 2022 ropy Ha natacete VOA V2 Haunyywue pesynsraThl
nokasana MynbsTumMoganoHas mogens Pall ot Google.
Accuracy - 84.3%, 4T0O B CpefHeM fy4lle YeM y YesoBeka —
80.78%. ConocraBuMblie pe3ynbratel y BEiT-3 ot Microsoft.

v

2.Visual commonsense reasoning
- Bonpockl Ha NOHMMaHKWe cMbICna

How did [pe rson2-] get the money that’s in front of her?

a) [person2 @@ ] is selling things on the street.

b) [person2 [l ] eamned this money playing music.
c) She may work jobs for the mafia.

d) She won money playing poker.

a) She is playing guitar for money.

b) [person2 ] is a professional musician in an orchestra.

c) [person2 ] and [person1 - ]are both holding instruments,
and were pi for that y

d) [personi I ] is putting money in [person2 J&l1's tip jar, while
she plays music.

/ Cho,
'S
Secausg ¥

B 2022 rogy nyywme moaenv 4eMOHCTPUPOBANu pesynsbtaT
MO TOYHOCTM Pacno3HaBaHUM 00 75.6% ,4TO NoKa HUXeE
yenoBeyeckoro nopora — 85%.

v
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[MnoTe3bl NPOAYKTOB AN BUACOAHANTUTUKU U BUAEOHabaoaeHus (2/2)

[Monb3oBaTenbCckue cueHapum Ha 6ase TexHonormn visual reasoning u activity recognition

1. Visual QA reasoning - Bonpochl 2.Visual commonsense reasoning

MO BMAEO HA eCTeCTBEHHOM f3blKe — Bonpocbl Ha noOHMMaHKWe cMbICna

) YnydweHue nosb30BaTeIbCKOro OnbITa ) BbinofIHEHWE CNOXKHbIX aHANUTUYECKNX
3a CYeT yaobHOro nomcka Ha 3aMpoCOB B TOM YMUC/IE HA MOHUMAHUE
eCcTeCTBEHHOM f3blke 6e3 KOHTEKCTa npoucxogsauwero => «Yem
HeobxoaAnMoCTM nepecMoTpa 3aHMMAETCa YenoBek Ha Bnaeo?»

BMAeoapxmBa = > «[1oKaxu MHe KTO
NPUXOAMA HA CKNIAZ HOUYbHO»?

) BbinosHeHWe NpoCTbiX aHANUTUYECKUX
pacyeToB No BMaeo => «llocunTtan
CKONbKO Tpyb y MeH$s 0CTanochb Ha
yamue» nnn «fNpuxoann nn K Ham
cerogHs B ouc Kypbep»?
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Myn bTUMOAdJ/IbHbI€ MOAENU

Interleaved Image-text Pairs

How much should | pay for the beer on the table

Prompt: Prompt:
How much did | pay for tax?
Where is the i ion?

GPT-4V:
In the first receipt, you paid $3.72 for tax. The
information is located at the bottom of the receipt. In
the second receipt, you paid $42.23 for tax. The
information is located near the bottom of the receipt,
under the "Sales Tax" line. In the third receipt, you paid
$4.58 for tax. The information is located at the bottom
of the receipt, under the "TAX" line. In total, you paid
$50.53 in tax across all three receipts.

to the price on the menu?

Here is a photo of the menu.

GPT-4V:

According to the menu, the price for a Magna beer
is $6. Since there are two Magna beers on the table,
the total cost for the beers would be $12.

Is it suitable to eat?

No, it is not suitable to eat.

Why not? Explain please

The piece of toast on the plate is covered in mold, which is a sign
of food spoilage or contamination. Eating moldy food can lead to
various health issues, such as allergic reactions, digestive
problems, and infections. In this case, it is best to discard the
moldy toast and avoid consuming it.

Hoabpb 2023

https://export.arxiv.org/pdf/2309.17421

Hos6pb 2023

https://habr.com/ru/companies/airi/articles/775108/

Mespanb 2024



https://export.arxiv.org/pdf/2309.17421
https://habr.com/ru/companies/airi/articles/775108/

GDOSSL. TRASSIZ 7

TRASSIR Al Incident Expert = OTYET 06 MHLIMAEHTE

Al AHanu3 BuaeonoToka
¥ nouck u pazbop NbbIX UHUNAEHTOB
P JeTanbHble OTYETbl O NPOUCLIECTBUAX UX MPUUMHAX

Ha3BaHue MHUUAEHTA: ABapus Ha ankorosbHOM CKnaae

OnucaHue 06CcTOATENBCTB MHLMAEHTA: Ha dhoTorpadum BUAHO, YTO
MPOU30LLI0 HapyLweHWe LenoCTHOCTU NOOK C aNKOroNbHOM NpoayKunen, B
pe3ynbTaTe Yero OyTbINKM pa3HbIX BULOB aNKOrons 0Ka3anucb pa3bpocaHbl No
nony. OouH 13 COTPYAHMKOB NbITaeTcs yopaTb NOCNEACTBUS, CKOpEee BCEro,
cobupasg Hepa3buTble BYTbINIKM U OCKONKK CTeKNa.

) Mecto u BpeMa UHLUUAEHTA: KoHKpeTHble MECTO M BPeEMSA MHLMOEHTA
no ¢gotorpadum onpefennTb HEBO3MOXHO, OAHAKO CyAs NO OCBELLEHUIO U
BHYTPEHHeMY YOPaHCTBY, 3TO CK/IaA MAM MarasuH C aNKOroibHOM NPOAYKLMEN,
COObITWE NPOM30LLN0 BHYTPU NMOMELLEHUS.

) Konuuecrtso Y4aCTHMUKOB B MHLMAEHTE U UX ONUCaHUE: Ha
doTorpadun BUAEH TONbKO OAMH YenoBek, NPeanonoXuTenbHO paboTHUK unm
Bnagenew, KOTopbii 3aHnMaeTcs ybopkon. Opexaa y Hero HepopManbHasg, YTo
MOXET roBOpPMUTb O HEMPeABUAEHHOM XapaKTepe COObITUN.

» MoTeHuManbHbIi pasmep yuwepba oT MHUMAEHTA (B WITYKaX

TOBApOB U JJ.eHbI'aX): TouHoe KonnyecTBo pas3buTbiX TOBApOB
YCTaHOBUTb HEBO3MOXHO 6€e3 NoApOobHOro yyeTa, HO UCXOAS U3 BUOMMON
NAOWaaM pa3nnBa U KONMYeCTBa BYTbINOK Ha NONY, MOXHO NPeanonoXuTb, YTO
pa3buTo 6onee pecatka O6yTbIOK. Yiwepb B AeHbrax byner 3aBuceTb OT
CTOMMOCTU KQXKA0M pa3dbuton ByTbIIKK; eCnn NpeanonoXuTb CPeaHIO
CTOMMOCTb BYTbITKKM B 15-20 ponnapos, ywep6 moxet coctaBuTb o1 150 go 200
L0NNapoB 1 BblLLE.

A A 4

N BOBJIEYEHHbIX NNLLAX
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PACC/IEDOBAHUE OBCTOATEJ/IbCTB
UHUMOEHTA U EFO NPUYNH

OueHKa BEpOATHOCTM NPUYUH MHLMUAEHTA HA OCHOBE OAHOro oTo
He MOXXET ObITb TOYHOM M OCTAHETCS YUCTO FTMNOTETUHECKOM, TaK KaK
Heob6xoauMa pononHuTenbHas uHpopmaumsa u KoHTekcrt. Ho ucxoasn
U3 TOro, YTO Mbl BUAUM:

>
>

V¥ ¥ ¥ ¥ ¥

®dusmnueckuin pedekT NonoK: Ecm nonku BoIrSAAT CTapbiMU UK
NOBPEXAEHHbIMU, BEPOSTHOCTb MOXET ObITb BbICOKOW. OQHAKO, €CIM OHU
Ka)XKyTCS B XOpOLIEM COCTOSIHUM, BEPOSITHOCTb CHMXKaeTcs. BeposaTHocTb: 30%.
Owmbku npu yknaake ToBapa: Eciv BUAHO, 4TO BYTbINKM YIOXEHDI
HepaBHOMEpPHO, BO3MOXHO, YTO 3TO NpuymHa. BeposaTtHocTb: 20%.
CronkHoBeHue ¢ nonkaMu: Eciv B MarasumHe ectb cinefpbl, yKasblBatoLMe Ha
BO3MOXHOE CTONKHOBEHWE (HanpuMep, cineapbl Ha KOBpPE), 3TO yBENUYMBAET
BeposATHOCTb. BepossTHOCTb: 10%.

CericMMyecKasn akTUBHOCTb: B cnyyae ecniv MarasuH HaxoguTCs B CEMCMUYECKH
aKTMBHOM pernoHe, BepOoSITHOCTb MOXET ObITb Bbiwwe. BeposaTHocTb: 5%.
HapyweHne TexHuku 6esonacHocTU: be3 4ONONHUTENbHbIX AeTanen CI0XKHO
oueHnTb. BeposaTtHocTb: 15%.

MpousBoacTBEHHbIM AedeKT NONOK MK UX KpenneHun: Ecnm nonku
OTHOCUTENIbHO HOBbIE U 0OPYLUMAUCH, 3TO MOXKET YKa3blBaTb Ha
Npoun3BOACTBEHHbIN AedekT. BepositTHoCTb: 10%.

Banpanusm unu npegHamepeHHoe noBpexaeHue: Tpebyetcs 4ONOAHUTENbHAS
MHPOPMaLMS AN OLEHKM 3TOM BEpPOATHOCTU. BeposiTHOCTB: 5%.
BaHpanusm unu npegHamepeHHoe noBpexaeHue: TpebyeTcs AONONHUTENbHAS
MHbOpMaLMa ANS OLLEHKM 3TOW BEPOSTHOCTU. BeposaTHoCTb: 5%.

3TU NPOLEHTbI NPEACTABASIOT CO60M rpybble OLLeHKM, OCHOBAHHbIE
Ha 06 MX NPpUUYMHAX NOAO06HBLIX NPOUCLLIECTBUIA U MOTYT HE
OTPaXaTb AENCTBUTENIbHYIO BEPOSITHOCTb B KOHKPETHOM CUMTyauuu,
n306paxeHHOM Ha ¢oTo.

OTYET Ob UHUMUAOEHTAX
3A 20 HOABPA 2023 TOOA

) MarasuH: [Ha3BaHWe mara3sunHal
¥ Hara: [A4MM.ITTT]

>
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e e LI T YyacTHUKu MpeanpuHsaTbie peincTBUA OueHka ywepba
a nNpoMCLIECTBUSA WMHUMAEHTA peanp yuep

Y6opka MecTa, NpoBepKa nonok
Ha
HaAEXHOCTb

MapeHne 6aHOK C
nosKu

MpopoBonbCTB
EHHblVi oTaen

CoTpyAHuK
otaena

10:05 He3HauuTenbHbIi

HecaHkunoHupoBa
HHbIW fOCTYN B
cnyxebHyto 30Hy

O6palLeHune K oxpaHe,
U3BNIEUEHUE MOCETUTENS U3
30HbI

12:45

30Ha Kacc MoceTutens bes ywepba

3anucb MHUMAEHTa,
MH(OPMUPOBaHME
MeHe[)KMeHTa, opopmneHne
[IOKYMEHTOB

[LNS CTPaXOBKU

CnoMaHHbli
aucnnen
cMapTdoHa

14:30 Otaen

MokynaTtenb
3NEKTPOHNKM

CpenHuii

CTonkHoBeHwue
Tenexek c
aBTOMO6GUNIEM

Mokynatenb
, COTPYAHMK
NapKoBKM

Odopmnenne npotokona,
BbI30B MOAULMUK,
KOHTaKTbl CTPAX0BOM KOMMaHU1

16:20

MapkoBka 3HaunTeNbHbIM

Y6opka, oTnpaBka ToBapa Ha
XUMUUCTKY,
MH(OPMUPOBAHUE KIIMEHTA O
KOMMEeHcaumm

Paznue kode Ha
ToBap

17:55

OToen opexabl Mokynatenb HesHauuTenbHbIn

MHCTpyKTax COTPYAHMKA,
nepey4ert ToBapa,
npoBepka 060pyAoBaHUs

HenpasunbHas
norpyska ToBapa

CoTpyAHMK
cknaga

19:40 Cknag, MUHUManbHbIM

3aknoueHune: B TeueHne aHS 6b10 3aperncTpupoBaHo 6 MHLMAEHTOB.
BonbWKWHCTBO M3 HUX HE NoBNeKAM 3a cOboW 3HaUUTENbHOIO yilepba u Bbiu
OMepaTMBHO YperynmpoBaHbl COTpyaAHMKaMKU. OLMH UHUMAEHT HA NapKOBKe
notpeboBan BMeLIATENbCTBA NOAULMMK 1 ByAeT paccnefoBaH AOMONHUTENLHO.
Bce MHumaeHTbl 6bInM 33A0KYMEHTUPOBAHbI COMNACHO BHYTPEHHUM NpoLeaypam
6e3onacHoCTK.

) Moanucb OTBETCTBEHHOrO:
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PEKOMEHOALUWUU NO
CHUXXEHUIO PUCKOB B bBYAYLLEM

Eal N [na npepoTBpaweHns NoA06HbIX MHLUMAEHTOB B OyaylueM, Kak Ha
OTHeT 06 MHUNASHTAX 33 MECAL C OLEHKOR BANAHAR B ASHETaX U306paXkeHnn ¢ pa3buTbiMu GyTbUIKAMU B MarasmHe, MOXHO
20.0- Konuyectso MHUMAEHTOB —e— BnusHue B AeHbrax (py6nm) npenanHﬂTb cnenylomue Mepr:

-140000

9 Ykpennenue nonok u crennaxeit: Y6eauTbCs, 4To BCE MOMKM M CTENNIAXM COOTBETCTBYIOT
CTaHgapTaM 6e30MacHOCTM M CNOCOOHbBI BbiAEPXKMBATb BEC XPAHALLENCS HA HUX MPOAYKLMM.

) MpasunbHas yknaaka ToBapoB: Pacnonarath Tskesble TOBapbl HA 6onee HUXKHUX NOKAX U
Nerkne — Ha BEPXHUX, YTOObI CHU3UTb PUCK UX MAJEHUS.

P PerynsipHblit 0CMOTp 1 TexHMuecKkoe o6cnykuBaHue: BBOAUTb perynsipHble NPOBEPKM COCTOSIHMS

MONOK U CTeNNaxKen, YTobbl BbISIBASTb M YCTPAHATb MOTEHLMANbHbIE NPO6iEeMbl 40 TOr0, KaK OHU

NpuBeAyT K MHUMAEHTAM.

PerynsipHbiit 0CMOTp M TeXHUYECKOE 06CnyKMBaHUe: BBOANUTbL perynspHble NpoBepKu

COCTOSIHMS NONOK U CTeNNAXeN, YTOObI BbIIBAATb U YCTPAHATb NOTEHLMANbHbIE NPpobaeMbl A0

TOro, Kak OHM NPUBEAYT K UHLUMAEHTAM.

Mcnonb3oBaHKe 3aWmnTHbIX 6apbepoB: YCTaHOBUTb 6apbepbl MAX OrpaHMYMTENN HA NOKAX,

4TOObI NPEefoTBPATUTL CKATbiBaHME BYTbINOK M APYrMX TOBAPOB.

BeepeHue cucteMbl npeaynpexaeHus: Icnonb3oBaTh CUrHaNbHblE CUCTEMbI A5

npenynpexaneHus COTPYAHUKOB O Neperpyske NoaoK Uan 0 HeCTabuibHOCTU 060pyA0BaHUS.

YnyuweHune ycnosuii ocsewenus: Obecneuntb 4OCTaTOHYHOE OCBELLEHWE B TOPrOBOM 3are,

4TOObI COTPYAHWMKM MOIN NyYlle BUAETb U M36eraTb NOTEHLMANbHO OMACHbBIX CUTYALMA.

OrpaHuuyeHue AOCTyna K 30HaM € BbICOKUM PUCKOM: OrpaHnumnTb AOCTYN KIMEHTOB K 30HaM,

rAe pacnosiaraloTcs TSXenble Unun nerko pasbusaembie TOBapbl.

MHBecTULMM B TeXHONOrMKU: PacCMOTPeTb BOSMOXXHOCTb BHEAPEHWUS aBTOMATU3MPOBAHHbIX

CUCTEM ON19 XPAHEHUS U NepeMeLLeHns TOBApOB, YTOObI YMEHbLUMTb PUCK YEI0BEYECKOM OLIMOKM.

CrpaxoBaHue: Nofaepx1BaTh aKTyasbHbIM NMOAMC CTPAXOBAHMS 4151 MOKPbITUS NOTEHLMAbHBIX YObITKOB
OT NOA0OHBIX MHLMAEHTOB.

BHeapeHue u cobnroaeHne 3TMxX Mep NOMOXKET CHU3UTb PUCK NOA06HBIX
WHUMAEHTOB M X NOTEHUMANIbHOE BNIUSIHUE HA paboTy MarasmHa
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