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KOHPUAEHUUAJIbHBIE AAHHDbIE

9T0
> lepcoHanbHble AaHHbIE > KnneHTtcKkme H6asbl
> OMHAHCOBbIE JOKYMEHTbI > Mpancel
> busHec-nnaHbl > FOpmngndeckmne 4OKYyMeHTbI
> Hoy-xay ) ...

B ntobon KomnaHmm ecTb KOHOUAEHLUUANbHbIE AaHHbIE!

(@S[c3 AHTVBMPYCHAS 3ALLNTA BUSHEC-KINACCA
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BAPUAHTDI
UHTEMPALUU

) 3alumTa BXOZa B KOMMbIOTEP
> 3awmTa 06NauHbIX CEPBMCOB
) 3awmTa Beb6-NpunoKeHui

> 3awmta VPN n VDI cuctem

> CRM

> MakeTbl APl 1 SDK - ons BHeapeHWA B COBCTBEHHbIE CUCTEMbI ayTEHTUGUKALNM

ESET Secure Al

& File Action View Window Help

4 | =[] B[

| ESET Secure Authentication
4 [ ] acswin2012.com
[ Basic Settings
a [7] RADIUS Servers
[ ACS-WINSRV2012
[ Advanced Settings
] Windows Login Settings
[ ] Remote Desktop Settings
| API Credentials
[ Hard Tokens

SECURE
AUTHENTICATION

»  Global Settings

[[] Protect access with 2FA in Safe Mode
[[] Protect access with 2FA on \windows Lock screer
[[] Protect UAC acoess with 2FA
Offline behavior
@ Frotect access with 2FA
Allow access without 2FA for SMS or Push only

() Allow access without 2FA (=]
() Do ot allow acoess Windows Lo
- - Compute
~  Windows L ogin Machines o

I ACS-WINE
ACSAWIING
ACSWINE

Filter:




CUCTEMHDIE
TPEBOBAHUA

CepBepHas 4acTb

KAneHTCKaA 4yacTb

Microsoft Windows Server 2008, 2008 R2,
2012, 2012 R2, 2016
Windows Small Business Server 2008, 2011

Windows 7/8/8.1/10

YcTaHoBKa U 6a3oBan HaCTPOMKa
33 10 MUHYT

Apple iOS c Bepcun 8 1 BbllLE;
Android™ c Bepcun 4.0.3 1 Bbille;
Windows Phone 8.1 no Windows 10 Mobile



KIMEHTCKAA
YACTb

> CoBmecTiMa ¢ 1tobbIM MOBUABbHBIM TENEPOHOM C
dyHKUMen npruema SMS coobuieHni

> [1ns BblA@YMN BPEMEHHbIX MAPONeN He Hy>KHa MObUAbHanA
CETb W MNOAKNOYEHNE K MHTEPHETY

> MobunbHoe npunoxeHune 3awmiuieHo PIN-kogom

> MNoapnepxmeaeT GyHKUMO PUSH-ayTeHTUdMKALMM B
ycTponcTeax Ha baze Windows Phone, Android n iOS

=
a AUTHEN

Demo

Exchange

TICATION

b alice
fe80::82:92f0:7c06:16...
16.05.2018, 15:59

SECURE AUTHENTICATION

YYETHbIE 3ANUCU

Demo

151849

ESET Russia



NMPEUMYLLECTBA ESET SECURE AUTHENTICATION.

> bbICTpOTa BHEAPEHMUA.
> NHTerpauma c 1C.
> Hannuume KapTouKM CaMo pernctpauum Nnonb3osBaTena.

> Yn06CTBO M NPOCTOTa UCMOb30BaHUA.

@ET AHTHBMPYCHAR 3ALLMTA BM3HEC-KNACCA



ODUCHDbIN KOHTPOJ1b
nop & safetica

AHTVBUPYCHAS 3ALLITA BU3HEC-K/ACCA



YEM 3AHATbI COTPYOHUKU ?

> 67% COTPYAHUKOB pacne4yaTbiBaloT > 47% nepecbinatot paboune dpaiinbl
ntobbie KopnopamueHsble dOKy/VIEH/'I’IbI Ha /TUMHYO hoYymy

> 47% KOonUpyrT AOKYMEHTbI > 44% ycTaHaBAMBAIOT NPUNOXKEHUA
unu oenarom CKpuHwWwomesl HA KOMnberomep 6 KOpf?O,OG/’I’)UBHOLUI cemu

> 73% noaknovatot GasLwKu > 56% OTKpbIBAIOT N06bIE CaUTbI
u Opyaue gHeuwHUe Hocumernu K paboyum K be3 oepaHuyeHull

ESET Russia, 2017, 750 pecnoHOeHmMos

(eslEh)



ODUCHDbIN KOHTPO/J1b
UDLP @ sofeticor




APXUTEKTYPA PELLUEHUA P
SAFETICA P

> AHanus — 1 Hepgena
> YcraHoBKa — 2 Hepgenu

) O6yuyeHue (BXO4UT B OCTa/ibHbIE 3Tanbl)

> HacTpoiika — 4 Hegenu
MK CAFEHTOM NMPUMEHEHHWE NOJMWTHEK DLP CEPBEP SAFETICA
SAFETICACLIENT M NPABHUN ODUCHONO KOHTPOMA W CEPBEP BA3Z JAHHBIX




OPUCHDBIXA KOHTPO/b
(MOAY/Nb AUDITOR)

&

MPEACTAB/IEHME O TOM,
4TO NPOMNCXOANT B
KOMMAHNN

W

AYONT
YYBCTBUTE/TbHbIX
OAHHBIX KOMMAHUN

Ad

COBMIOAEHNE NONNTUK
BE3OMACHOCTU

CPABHEHWE PABOTbI
COTPYHNKOB

IPPEKTUBHOCTb
NCMOTIb3OBAHKMA NO



OPUCHbLIN KOHTPO/b
(MOAY/1b AUDITOR)

A TPAGHKH

Ton KaTeropuii NPUNoKEHUIA

Office suite S/

JAINNUCH

Meperawute Nog ToT TeKCT cToNBUEI, NC KOTOPEIM BBl XOTMTE CrEyNNUPOEaTE

Y Mpunoxerne

3D design software

Mpoune

- Media software

e Hellins

Email client

T WUms nonbzosatenn ¥ MK ¥ Mpopon#nTensHoCTE

Mpwnoxenwe: AutoCAD 2015
® Mp : SolidWorks (solidworks.exe)

D X | | Ton aKTMBHbIX NONb30BaTENEH

Joe Hemming

James Jones -

Edward Walker

william Garcia .

Michael Wilson I

0 5

10

¥ IMyTe npunoxkenun Y [arta u epema

15 20
Bpems nenonesosadus [4]

e Bpema paGoTel npunose. .
AxTneHoe BpemA padoTel .
HanBonee akTHEHBIE NpW...
25 30
Kareropus npunomen... T
Ynopagounts

C-no

33 h 30 min 36 s axTMEHOIO BpeMeHn

5 h 36 min 20 s axTMEHOIO BpeMenn



OPUCHbLIN KOHTPO/b
(MOAY/1b AUDITOR)

> JJoNnONHUTEeNbHAA MOTUBALUA COTPYAHUKOB

no umoaam oueHKU aggekmusHocmu mpyoa

> OBOCHOBaHME ANA paCLUMPEHUA LWITATA

Ha ocHose 06beKMUBHOU UHGBOPMAUUU O 3a2pyHeHHOCmuU

> CHUMKeHue HarpysKu Ha coTpyaHuKa/otaen

u cnpasedsusoe pacnpedeneHue obazaHHocmel sHympu paboyel 2pynnel

> Baw BapuaHT



PE3Y/IbTATI
BHEOPEHMUA

O®UCHbBIW KOHTPOJIb U DLP
‘\ safetica’

vty v H PON3BOAUNTE/IBHOCTb:

Vcnonb3osaHue npusnoxceHul
locew,eHHble calimel
/ *  [louck pabomsi
Obuwee spemsa HenpodykmusHoUl desmesnbHocmu

v' PABOTA C AAHHbIMMW:

Ymeyka 0aHHbIX U3 KOMNAHUU
HexcenamenbHbie delicmaus ¢ OaHHbIMU

v ICMOJ/Ib30OBAHWE IT-PECYPCOB:

Wcnone3osaHue paboyux cmaHuul
lleyams
*  /[lopozue nuyeH3uu

(@SR AHTVIBUPYCHAR 3ALLIMTA BY3HEC-KITACCA






